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Decision/action requested

This contribution proposes an update of solution #3. 
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Rationale

Firstly the solution address key issue #2 as it does not change any of the procedures for EPS and hence does not introduce new privacy issues above those that exist in regular access. It also requires only one HSS in a set of interlinked satellites and not one in each actual satellite. The points are reflected in the proposed changes. 
There are the following ENs currently in the solution:

Editor’s Note: It is FFS whether the solution can support roaming scenarios.

Editor’s Note: The performance impacts on HSS/UDM processing, authentication latency, and service-link capacity is FFS.

Firstly the solution supports roaming by pre-configuring the IOPs derived root key in the visited network’s satellite. Such a root key only allows the UE to access that particular satellite (or set of satellites if the inter-satellite link is used to mean the HSS is needed in only one satellite for example). 
Secondly, there is no larger impact to having the HSS in the satellite or set of interlinked satellites than other deployments. Firstly there is only a need to re-establish the security when the UE moves away from the set of interlinked satellites. The authentication latency is smaller when the HSS is actually in the satellites compared to cases when it the feeder link is not available. Finally the overall processing in the HSS in authenticating a UE is the same regardless of the location of the HSS. 
4
Detailed proposal

It is proposed that SA3 agree the following pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.3
Solution #3: IOPs based solution for UE to satellite security

6.3.1
Introduction

This solution addresses key issues #1 and #2. 

It applies to an architecture when a complete network is deployed in the satellite or set of interlinked satellites.

6.3.2
Solution details

This solution applies to the case that the whole network, i.e. serving and home network, is hosted in the satellite or set of satellites . For EPS this includes deploying an HSS in the (set of) satellite(s). In this case all the security procedures that are used between the UE and satellite(s) are the same one as used between the UE and network in regular 3GPP access. 

Such a type of solution requires the pre-configuration of credentials that are used to authenticate with the UE in the satellite. In order to enable different keys to be configured in different satellites for the same UE, it is proposed to use a solution like the one described in Annex F.4 of TS 33.401 [3]. 

NOTE: As all the parameters used in Annex F.4 of TS 33.401 [3] relate to the authentication between the UE and network and are in effect under an operator’s control, solution similar to one described could be used. 

The solution described in Annex F.4 of TS 33.401 [3] uses bits of the AMF field in the AUTN parameter and also possibly the IND part of the sequence number SQN, as described in Annex C.1 of TS 33.102 [7] to calculate a root key for the authentication between the UE and particular (set of) satellite(s). This means that a different key can be used between the UE and each different (set of) satellite(s). This is achieved using existing information and hence requires no update to the signalling that is used between UE and regular networks.


The solution supports roaming by having the relevant key for the UE provisioned into the satellite PMLN’s HSS (which does not have to be the UE’s HPLMN). Provisioning such a key enables the UE to access the PLMN supported by the satellite.

With this solution, there is only a need to re-establish the security when the UE moves away from the set of interlinked satellites and the overall processing in the HSS in authenticating a UE is the same regardless of the location of the HSS. The authentication latency is small and the reliability is high with the HSS in the satellite(s) as it is always possible to authenticate the UE in a single uninterrupted operation.
6.3.3
Evaluation

TBD

**** END OF CHANGES ****

